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Bluetooth Low Energy

Background, Technology & Market Overview
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Background - What We Bring to Bluetooth Low Energy

Industrial Solutions Division - Experience & Expertise

Ultra-Low-Power

Based on 20+ years
developing DSP systems for
hearing aids and wearable
devices

Miniaturization

Advanced 3D packaging
technologies and
manufacturing facilities

Public Information
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Analog Front End/DSP

Advanced, low-noise sensor
interfacing and actuation,
sighal conversion, and
processing

© onsemi 2021

Software Tools

Comprehensive Software
Development Kits with
samples and tools that
enable rapid application
development
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Market Trends and onsemi Expertise

Societal Trends Resultant Actions
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What onsemi Brings
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Focus Markets and Application Areas

L] AUTOMOTIVE

Units 16MU 65MU

||a Remote Keyless
Entry
Tire Monitoring
Battery
Monitorin€Y

HEALTH | INDUSTRIAL

Smwart Buildings/Cities
Lighting/ Appliances
Metering

Surveillance

Asset Tracking

Patient Monitoring
Drug Delivery
Life-Critical Devices

I T T

Units 310MU 530MU 1%

Units 363MU 900MU 18%

DATA TRANSFER,

Swartphones l

Wireless Charging =
Wearables '
* Proximity Devices

s Trackers Units 1.46B

Source: IHS iSuppli, Strategy Analytics, Databeans, TSR, Gartner, Corporate Marketing, BLE SIG Market Study 2021
*Automotive AEC-Q100 RSL15 to be available in 2022
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The onsemi Bluetooth Low Energy MCU Family
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RSL15 Secure Wireless MCU

Part of the onsemi Bluetooth Low Energy Family

(*- R \ ( \ (— - ———————— — \
’md for consumer and Designed for applications m solution for easiest
medical applications where space is critical design in
»? 1 f = Includes antenna, power
L lia k| management, filtering,
L , passive components
¢ = ¢

Certified to Bluetooth and
regional standards

RSL10 System-in-

RSL10 QFN < RSL10 WLCSP Package (SiP)
6x6 L 2.3x23 6x8

Automotive QFN
7x7

ﬁr T ——— T \
m for industrial 10T
applications, smallest QFN
22 a
¢ '
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RSL15 Technical Overview — Block Diagram

RSL15 High-Level Block Diagram RSL15 Key Attribute Customer Benefit

Power Management Unit
LDO, Buck Converter

Oscillators

32kHz XTAL
RC_Slow
RC Fast | LowSpeed O
. - - _
BLE 5.2 IIIIIIIIIIIIIIIIIIII IIIIIIIIIIIIIIIIIIII
- - oS, e
- - -  Comerator

- - - _

Iﬁwr'll
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Feature Comparison

10

T Feawre | RsL10 RSL15

Arm Core M3

DSP LPDSP32
Flash 384kB
RAM 160kB (88kB Data + 72kB Program)
ROM 4kB
Security AES128
SPI/QSPI 2

12C 1

12-bit PWM 2

8-bit PWM x

GPIO 16

UART 1

ULP Data Acquisition System (for Smart Sense) =

Analog Comparator x

Public Information © onsemi 2021

M33 (FPU/MPU)
X
284kB / 512kB

80kB (10x8kB) 16kB: BB + 64kB
DRAM

20kB
CryptoCell-312/TrustZone/TRNG
2

2

P G O G & 1
(o))
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Feature Comparison — continued

____ Feature RSL10 RSL15

ADC 4 ext. channels v

DAC x v

PCM v v
Temperature Sensor x v

Current Source x v
Asynchronous Clock Counter v x
Asynchronous Sample Rate Converter 4 x

Audio Output Driver v x

Timers 4x 4x

Supply Range 1.1V to 3.3V 1.2V to 3.6V
EEMBC ULPMark 1260 @ 2.1V 1220 @ 1.8V
Deep Sleep Mode Power 62.5 nW 75nW

Peak Receiving Power mW 9ImW
Package QFN48, 6x6mm, 0.4P QFN40, 5x5mm, 0.4P

WLCSP51, 2.325 x 2.364mm

mr
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Key Data Sheet Comparisons

Power Conditions

RSL10

onsemi

RSL15

onsemi

Product A

onse™

%
RO

Product B Product C

Rx Peak @ 1 Mbps, 1.25V

Rx Peak @ 1 Mbps, 3V

Tx Peak @ 0 dBm, 1 Mbps, 1.25V
Tx Peak @ 0 dBm, 1 Mbps, 3V

7.0 mW (5.6 mA)
9 mW (3 mA)
11.1 mW (8.9 mA)
13.8 MW (4.6 mA)

Sleep mode, I/0 Wake-up, OkB Retention, 1.25V (**Ids1)
Sleep mode, I/0 Wake-up, OkB Retention, 3V (**Ids1)

* Sleep mode, RTC Wake-up, OkB Retention, 1.25V (**Ids7)

* Sleep mode, RTC Wake-up, OkB Retention, 3V (**Ids7)

* Sleep mode, RTC Wake-up, 8kB Retention, 1.25V (**Ids9)

* Sleep mode, RTC Wake-up, 8kB Retention, 3V (**Ids9)

* Sleep mode, RTC Wake-up, 16kB Retention, 1.25V (**lds11)

68.75nW (55 nA)
75nW (25 nA)
112.5 nW (90 nA)
120 nW (40 nA)
375 nW (300 nA)
300 nW (100nA)

7.25mW (5.8 mA)
8.1 mW (2.7 mA)
11.4 mW (9.1 mA)
12.9 mW (4.3 mA)
75nW (60 nA)

13.8 mW (4.6 mA)

Product A >23x more power
consumption than RSL15!!

10.8 mW (3.6 mA)  20.7 mW (6.9 mA)

Product C >4x more power
consumption than RSL15!!!

108nW (36 nA)

2.58 UW (860 nA)

450 nW (150 nA)

121.25 nW (97 nA)

171 nW (57 nA)

4.5 uW (1.5 UA)-

Product A >26x more power ;
consumption than RSL15!! &

SN

18.75 nW (335 nA)

450 nW (150nA)

3.09 uW (1.03uA)

566.25 W (453 nA)

l Product B >6x more power

* Sleep mode, RTC Wake-up, 16kB Retention, 3V (**Ids11)

579 nW (193 nA)

M consumption than RSL15!!!

* Sleep mode, RTC Wake-up, 24kB Retention, 3V

3.96 uW (1.32uA)

* Sleep mode, RTC Wake-up, 32kB Retention, 1.25V (**lds13)
* Sleep mode, RTC Wake-up, 32kB Retention, 3V (**Ids13)
* Standby mode, RTC Wake-up, 80kB Retention, 3.6V

851.25 nW (681 nA)

864 nW (288 nA)

4.2 uW (1.4 uA)

Product B>4x moré p;owef

* Sleep mode, RTC Wake-up, 256kB Retention, 3V

9.48uW (3.16 UA)

consumption than RSL15!

12

* No Connection
** RSL15 data sheet conditions
--- not specified

Sleep w/ memory retention (typically):

Faster boot/wake times, higher sleep current

Public Information
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RSL10 & RSL15:
Vbat > 1.8V, Buck Mode
Vbat < 1.8V, LDO Mode
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RSL15 Value Propositions
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RSL15 Value Propositions

1 2 3 4

Industry Leading Industry’s Lowest Latest in Embedded Latest in Bluetooth
General-Purpose Power Flash-based Security with Root of Low Energy with Long
Microcontroller Secure Bluetooth Low Trust Range and
with Easy-to-Use SDK Energy MCU Localization

ULPMark™-CoreMark w 3 0

An EEMBC Benchmark i i LowiRower § >> << 5
: DA Zal\ amounts of data
| x c RSL15 oded PHY
' E
N Acquisition
S SAR | and
o ADC Decision . .
(R Making ! : Secure Boot ROM

General Purpose MCU Low Power with Sensor Modes Security

14 Images courtesy of Arm and Quuppa Public Information © onsemi 2021 Onse| I “



Value Proposition #1: Best Performing General Purpose MCU by Benchmark

EEMBC develops industry-standard benchmarks for the hardware and software used in autonomous driving, mobile imaging, the Internet of Things, mobile
devices, and many other applications. EEMBC is not affiliated with, or sponsored by, any one microprocessor company, making us completely unbiased.

CoreMark®

CoreMark is a simple, yet sophisticated benchmark designed

specifically to test the functionality of a processor core.

RSL15 CoreMark score of 177

Ahead of competitors in raw processing capability

ULPMark™-CoreMark

ULPMark-CoreMark is EEMBC's first active-power
embedded benchmark, using CoreMark as the workload.

EM
BC

CERTIFIED

RSL15 is the best in ULPMark-CoreMark
The most efficient MCU in active processing

Vendor
Hardware Core Score Cert Performance |
ON Semiconductor RSL15 5V2 ARM Cortex-M33 v v 50.518v[177]
[[] sTMicroelectronics STM32WLEx 5x R... V' IAR C/C++ Compiler ... CodeinSRAM 164.60 Eta Compute ECM3531 RevA Cortex-M3 g g 6002.2v[332]
[0 sTMicroelectronics STM32WLEXSx R... s IAR C/C++ Compiler . Flashwith ART and p... 15343 DislogSemiconductanBATIORrewARL  MOS o o 467 LorA0]
D S St STk ok 7 G e i STMicroelectronics STM32U585 RevB Cortex-M33 v 35.618v[627]
EMICONAUCLor oree.__ 11 =
STMicroelectronics STM3ZL452 Revy Cortesx-hd .f 23.42v[269]
Dialog Semiconductor DA14585 rev AC MO + + 22918v[37.4]
RSL15 ULPMark-CoreProfile score of 1070
Second only to RSL10 ) )
Core Core Periph Periph_
— Vendor Profile Profile Profile Profile
U LPMa rk —CoreProﬁ Ie Hardware Score Cert. (z0v)] (User) (z0v) (User)
OM Semiconductor RSL10 Rev 1.0 v v 1090 126021V
The ULPMark-COI’eP’rOﬂIe benChr_n_ark Active Manjing Low Power IC Technology Institute Co,, Ltd LP5100 Rev.1 v o 836
focuses on the MCU's core, specifically — o
the energy cost in Sleep, and the 5 Beijing Zhongke Xinrui Technology Co., Ltd XRM32ULD51 v 451
transition to and from active mode. 1] Ambig Micro APOLLOS512-KBR Rev.A3 395 55322V 33.0 54822V
w
Sleep
15 Time Public Information © onsemi 2021

Date

2018-02-08

2020-11-18

2021-08-06

2017-0%-11
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Value Proposition #2: Power Consumption During Advertising

RSL15 Coin Cell Actual Battery Life vs. Advertisement Interval
30 |:| RSL15 Blocks Powered during sleep mode
s c . N S ..
POR A8MHz XTAL 32kH2 XTAL Accumulator
(POWE r-0On [RFCLK) [XTAL3ZK ) FIFD
25 Reset) Threshold
T RC ggfill_ltlor RC gfj Izlator .“u‘.qa.m
Synthesizer | | RCCR | Brown-out l Sy
Detection —
— RF Syste Cortex-M33 Elash
g — Mon- ” i To Power Management 284kB/
3: Connectable | — I 2 o
5 —m—
o Digital Base DrAenRlle: [ ] 12-bit PWI
g Band | PLL | [ 4x Timer (24-bit) ] pumm |_l_"3_| x
Z% —— Connectable | 16 kB RAM | I—'—|Mﬂmm : Watdhdog Timer : e ;
10 Secure Boot ROM o
Power Management & | | | UART |
| Arm Cortex-M33 § - | e |
3 - DC-DC Converter na I Floating Point Unit (FPU) I E 1
a ow-Speed
H | Memory Protection Unit (MPU) | = | BkB | 8 A;E
0 - | VDDC CryptoCell-312 TrustZone/ BKE Currarg
0 05 1 15 2 25 3 35 4 45 5 55 6 65 7 75 8 85 9 95 10 105 N e e [ e |
_ 8kB
Advertisement Interval (seconds) - | oe |
VDDFLASH LDO SWI-D P interface g2ke pCM
Conditions: _
. Advertisement event on 3 channels per BLES.2 Specification Wak?;T'me
«  32kB Memory Retention (48kB Total: 16KB BB + 32kB DRAM) ~4msec Wake Time. Sleep Time ‘I Sleep Current Wake
«  Payload: 11 bytes i Current |
. 0dBm TX power T it Interval T it Interval
. Vbat = 3V CR2032, 240mAh coin cell (including 15% Derating, so very conservative) ransmR merva > ransme merva >
. Not including coin cell self discharge, and extreme temp fluctuations.
16 Public Information © onsemi 2021 Onse| I “




Value Proposition #2: Low Power Modes

Competitors have to stay in
FIFO full interrupt, run mode to read the ADC
Run mode empties FIFO to RAM
Sleep — lowest power mode

Standby — low power with faster wakeup time / \ /
Idle — low power with fastest wakeup time - O O
Smart Sense - low power mode to run the SAR ADC -

to continuously sample and store sensor data at very
low system level power consumption

Current (uA):

weksup source

sample from SAR-ADC DMA

Pulze count

SRC_SEL

Accumulator

SUM_EN

Threshold

wakeup source

Figure 4. ULP Data Acquigition Subzystem. T i s W W e

Smart Sense Wake-up Sources:

ADC Threshold Smart Sense mode

Sample FIFO Full — continuously reading ADC, filling FIFO
Pulse Counter 186nA: wakeup on ADC threshold

mr
Public Information © onsemi 2021 Onse ‘
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Value Proposition #3: Security — Life Cycle States (LCS)

Flow through possible Life Cycle States

LCS_PROD

Production Signature

& Energy Harvesting
Signature written

y
LCS_EH

LCS_CM

Y
rj

Energy Harvesting
Signature Revoked

Chip Manufacture
details written to device
& LCS flags written

b,

|

LCS_DM

Device Manufacture
details written to device
& LCS flags written

A

-

|

Debug Certificates
with RMA bits enabled

LCS_SE

Debug Certificates

A 4

Note: Life Cycle State with RMA bits enabled
transitions are one way!

Public Information © onsemi 2021

Life Cycle States are used to manage the security needed
during the various states of a product

Security does not need to be enabled during initial
engineering development

Security can then be added gradually as the product
changes hands — and end up being fully secure when
shipped to the consumer

Energy Harvesting State (LCS_EH)
This is the default state upon delivery from onsemi — it allows
the fastest boot to accommodate energy harvesting devices
as security is disabled by default

Chip Manufacture State (LCS_CM)
This state allows provisioning of keys, setting up root of trust
and generating encryption keys — typically done to create a
first, secure bootloader

Device Manufacture State (LCS_DM)
Similar to Chip Manufacture State, this state allows
provisioning of keys, setting up root of trust and generating
encryption keys — typically done to create a second, secure
bootloader

Secure State (LCS_SE)
This is the state used when shipping a device to a customer
— no one can alter the content of the device without
appropriate authentication

RMA State (LCS_RMA)
This is the state used if devices are returned from the field to
enable troubleshooting

onsemi



Value Proposition #3: Security — Life Cycle Management

Bl Command Prompt - O 4

LSec --help
R5L5ec [-h] {eh,icv,oem,secure,rma,trust,util} ...

RSL Security Tooling

Two components to make use of RSL15 security features:

Command line PC application RSLSec
Creation of keys
Signing of applications

show this help message and exif

Generation of keys, hashes and certificates
ManageS LCS and secure debUg " :‘ { h] {update,revoke,unlock,relock} ...
EH Mode Operations

positional

Embedded application on RSL15 {update,
Communicates with RSLSec
Performs specific lifecycle transition

optional arguments:
-h, --help

|

onsemi
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Value Proposition #3: Security — Documentation

Onsemi Searct (2}

- Overview of Security Features

. This topic introduces you to the security-related features designed into RSL15, particularly those features which are
Ste p-by-Step g U |deS tO get Sta rted RSL15 Firmware Reference - used to ensure that the device itself is operating in a secure manner. This includes procedures such as verifying that

. the firmware being executed is valid and authentic, and ensuring that access to the device is restricted to authorized
Wlth RSLSGC and make Use Of R5L15 Hardware Reference - U3EE3 Oy

. Overviews of the other security features are provided in the topics that follow. For full details of the hardware-centric
RS L 1 5 sSecu r|ty B Siciurily User's Guitss - features, refer to the RSL15 Hardware Reference. For firmware features, refer to the RSL15 Firmware Reference. For
detailed information on the secure bootloader sample application, see the Secure Bootloader Usage group of topics.

I Overview of Security Features a B : 5 .
For more information about this topic, see:
Partitioning Between Secure and

Non-§ e
o » Partitioning Between Secure and Non-Secure

Cryptographic Hardware Features

Sapporting ety « Cryptographic Hardware Features Supporting Security

Bluetooth Specific Features » Bluetooth Specific Features

Additional Security Features « Additional Security Features

Secu re Boot FlOW Security Mechanism Upon Boot

Side Channel Attacks

» Security Mechanism Upon Boot

= Side Channel Attacks
Operational States
Device and Life Cycle States b B

Security Tocl Support v

SeCU re SeCU re Trusted Secure Bootloader Usage >
ROM BOOtloader Application Device Firmware Update (DFU) Guide

*Authenticates *Authenticates *Only fully

secure bootloader’s application’s authenticated

certificate certificate applications can
execute

mV
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Value Proposition #3: Security — CryptoCell-312 and TrustZone

21

True random number generator (TRNG)
Standard encryption accelerators
Support for a wide range of encryptions algorithms, including:
AES 128/192/256
SHA
PKI Support (RSA/DSA)
Elliptic Curve Cryptography (ECDH/ECDSA)
Message authentication (CMAC/HMAC)

Secure boot embedded in hardware ROM
Hardware based Root of Trust using secrets stored in dedicated hardware
Multiple roots of trust (ICV/OEM)
Managed life cycle model

Secure key storage

Secure debug (controlled using certificates)

Support for trusted execution environments by the incorporation of Arm TrustZone

Public Information © onsemi 2021

onsemi



Value Proposition #4: Latest in Bluetooth Low Energy

Bluetooth Low Energy core spec 5.2

All features supported from 5.1 and below

Up to 10 simultaneous connections

Long Range (Coded PHY) ea BI t th®
2 Mbit PHY (High Speed) ue 00
Angle of Arrival (AoA) and Angle of Departure (AoD)

Extended advertising

Backwards compatibility and support for earlier Bluetooth Low Energy specifications
including 5.1, 5.0, 4.2, 4.1 and 4.0

onsemi
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Value Proposition #4: Real-Time Localization Systems Use Cases and Concepts

Localization Use Cases AoA Method

Receaiver

Asset Tracking & Monitoring Industrial Automation Smart Buildings

AoA //
Energy Efficiency
Enerl Verimillgi
N

Bluetooth direction finding using angle of arrival (AcA)

Lighting Control
Aydinlatma Yonetimi

eeeeee

Building Management Smart Sensors AOD MethOd

System
Bina Yonetim Sisterni

Localization Concepts

AocD
» Trilateration — localization based on RSSI — supported by RSL10/15 - /
* Angle of Arrival (AoA), Angel of Departure (AoD) — supported by RSL15 “é%%
+ Phase-based (HADM)- localization based on phase difference between transmitted
and received (reflected) signals — not supported by RSL10/RSL15 &

Bluetooth direction finding using angle of departure (AoD)

m /
© onsemi 2021 Images courtesy of Bluetooth SIG O n S e ‘
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Value Proposition #4: Localization Enablement

24

f RSL15 TAG Device \

Continuous Tone Emission Application
(Firmware)
CTE Information

A\ 4

BLE 5.2 Stack (Firmware)

A

RSL15 Physical Layer

K AoA Tx j ANT /
/N N\

Single 250kHz Continuous Tone

Localization Commands:

/RSL15 Locator Device | UART

1Q Information

per anten“ PC

\ (Terminal)

IQ Streaming Application

1Q Information Format

‘ $1Q | LocatorID | BeaconID ‘ Timestamp |

s Calculated 1Q Information

BLE 5.2 Stack (Firmware)

| I183] | Qs3] | I182] I Q82 ‘

\ J

RF Phase, AGC Information Y

RSL15 Physical Layer

Input to customer’s own angle calculations
and localization algorithm

GPIO[0:3]

\_

AoA Rx

—

—

®

Antenna Board

RF Mux

+ I+t -] \
____\/ N~

\ \
0 1 2 15 : N

GAPM_PER_SYNC_IQ_SAMPLING_CTRL_CMD

GAPM_PER_ADV_IQ_REPORT_IND
GAPM_PER_ADV_CTE_TX_CTL_CMD

GAPC_CTE_TX_CFG_CMD
GAPC_CTE_RX_CFG_CMD

GAPC_CTE_REQ_CTRL_CMD
GAPC_CTE_RSP_CTRL_CMD
GAPC_CTE_IQ_REPORT_IND

Public Information

Phase shifted 250 kHz Continuous Tone

Design Comments:

*  Antenna boards with RF-mux not offered by onsemi but
can be purchased from www.corehw.com or others

*  Method to physical connect antenna board to RSL15
EVB will vary and software may need to be adapted

onsemi

© onsemi 2021



25

RSL15 Software Development Kit

Rapid End Application Development

Public Information © onsemi 2021
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RSL15 EVB - ‘Out-of-the-Box’ Experience

26

e
' ]

v ]

NO'ONOUND #T ET 21

G ¥

s, EVB V1.1

@6\' ON Semiconductor

: 15-02-2021
VBAT

~m &

N
7}
m
]
)
m
2

C1 C4

P e
CSS[_},S?(—[---]ua

0L U2 »ic3

r““\‘l‘r"'
R3I T
AL R2 ‘

:
g
:
3

s.
#
i
-
3
g

Clean design for improved ease of use
Connects to RSL15 Central mobile app out of the box
CR2032 coin-cell battery holder

Public Information © onsemi 2021

11:00

ble_periph_server
D5:BB:FF:22:11:94

Battery

Pressed
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RSL15 Software Ecosystem Overview

Download at www.onsemi.com/rsl15

RSL15 Documentation
Package

onsemi |DE Installer

RSL15 Firmware
Package

RSLSec

BLE Explorer

RF Tools

Start here. Getting Started Guide, Developer's Guide and
detailed firmware and hardware documentation

Eclipse-based onsemi IDE

RSL15 CMSIS-Pack containing drivers, libraries, and sample code
and SDK release notes

PC application to manage device security features, lifecycle states
and the manufacturing provisioning process

PC application that acts as a Bluetooth central to your peripheral
device (requires RSL10-USB001GEVK)

PC application to help test, tune and validate Bluetooth Low
Energy RF PHY performance

Visit the Community Forums to learn more and join the conversation.

27

1.0

1.0

1.0

1.8

1.0.2

Public Information

Nowv 2021

Dec 2021

Nowv 2021

Nowv 2021

Nov 2021

Dec 2021

© onsemi 2021

armeckeEiL

onsemi

Searchable HTML documentation

A

Includes support for Keil yVision® IDE

Mobile app downloads:

* Android - RSL15 Central, RSL FOTA
 iOS - RSL15 Central, RSL FOTA
App source code available by request

11:00
& Update Firmware

DEVICE INFO
blinky_FOTA
ss  DSBBFF221194

dy

ader BOOTL*1.0.0
FOTA*1.0.0
Blinky 1.0.0

FIRMWARE INFO

App  Blinky 1.0.0

UpdateApplmage - 12.

an

onsemi



Firmware Samples

Example Action Description
{: ble_adwvertiser DF (R5L15 Evaluation Board) & BLE Advertiser Directional Finding Sample Code
:—: ble_central_client (R5L15 Evaluation Board) . BLE Central Client Sample Code
:k ble_central_DF (RSL15 Evaluation Board) . BLE Central Directional Finding Sample Code
AT

&+ ble_peripheral_cntl_priv (R5L13 Evaluation Board] __
&2 ble_peripheral_DF (RSL15 Evaluation Board)
L+ ble_peripheral_server (RSL13 Evaluation Board)

. BLE Peripheral Server Controller Privacy Sample Code
. BLE Peripheral Directional Finding Sample Code

. BLE Peripheral Server Sample Code
ble_peripheral_server_sleep (RSL15 Evaluation Bo —_ BLE Peripheral Server Sleep Sample Code
ble_peripheral_server_standby (RSL15 Evaluation |4
ble_radicADC_|Q (REL135 Evaluation Board) ;
ble_scanner_DF (RSL15 Evaluation Board)
blinky (RSL15 Evaluation Board)

blinky_fota (RSL15 Evaluation Board)
bootloader (RSL15 Evaluation Board)
calibratelib_sample (RSL15 Evaluation Board)
CC312_AES (RSL15 Evaluation Board)
CC312_AES_256_CTR. (R5L15 Evaluation Board)
CC312_CCM (RSL13 Evaluation Board)
CC312_CMAC (RSL15 Evaluation Board)
CC312_ECDH (RSL15 Evaluation Board)
CC312_ECDSA (R5L15 Evaluation Board)
CC312_ HMAC {R5L15 Evaluation Board)
CC312_ HMAC Interleaved (RSL15 Evaluation Boa | ;
CC312_QuickStart (RSL15 Evaluation Board) g
CC312_RSA (RSL15 Evaluation Board)
CC312_5SHA (RSL15 Evaluation Board)
CC312_TRNG (RSL15 Evaluation Board)
CC312_TRMG_Self_Test (RSL15 Evaluation Board)
dma_dnver (RSL15 Evaluation Board)

flash (R5L15 Evaluation Board)
hardfault_handler (RSL13 Evaluation Board)
heci_app (RSL15 Evaluation Board)

i2c_cmsis (RSL13 Evaluation Board)

Isad (RSL15 Evaluation Board)

print_device_info (R5L15 Evaluation Board)
sleep_mode (RSL15 Evaluation Beard)

spi_cmsis (R5L15 Evaluation Board)
spi_master_cmsis (R5L15 Evaluation Beard)
spi_slave_cmsis (R5L15 Evaluation Board)
standby_mode (RSL15 Evaluation Board)

swim TraceExample (R5L15 Evaluation Board)

! tirner_driver (RSL15 Evaluation Board)

%+ timer_free_run (RSL15 Evaluation Board}

. BLE Peripheral Server Standby Sample Code
_ BLE Radie ADC and 1Q Sampling Stearmning Sample Code
. BLE Scanner Directional Finding Sample Code
. Blinky 5ample Code
. Blinky FOTA Sample Code
. Bootloader Sample Code
. Calibratelib Sample Code
___ AESSample Code
. AES-CTR Profiling Sample Code
CCM Sample Code
. CMAC Sample Code
. ECDH Sample Code
. ECD5A Sample Code
_ HMAC Sample Code
. HMAC Interleaved Sample Code
. Crypto Quick Start Sample Code
. R3A Sample Code
of _ 5HA Sample Cade
. TRNG Sample Code
. TRING Self Test Sample Code
. DMA Driver Sample Code
_ Flash Sample Code
. HardFault Handler Sample Code
. BLEHCI Sample Code
. 12C CMSI5-Driver Sample Code
_ LSAD Sample Code
. Print Device Info Sample Code

ble_* samples for BLE connectivity

* _cmsis peripheral drivers

sleep_mode and standby mode for power mode samples
CC312* for CryptoCell-312 encryption samples

swmTrace for printing and logging

. Sleep Mode Sample Code

. SPI CMSIS-Driver Master Sample Code
_ SPI CMSIS-Driver Master Sample Code

. SPI CMSIS-Driver Slave Sample Code

. Standby Mode Sample Code

. SwmTrace Sample Code

_ Timer Driver Sample Code

A0 T A AT AN AW W W AR AR AR, T N TR TR TR AR AN AN AT A AT TR M AN AN AT T AR, T N, T A TR N
¥ b W W Y & W O W W W W W WY W N Y W i W W N W Y O W N W Y W W WY W N

o

. Timer Free Run Sample Code

n
¥

L4 trustzone_non_secure (RSL13 Evaluation Board) . Trustzone non-secure Sample Code

Fe
b

&4 trustzene_secure (RSL15 Evaluation Board)
&2 uart_cmsis (RSL15 Evaluation Beard)

© onsemi 2021 Onsemi

| Trustzone secure Sample Code
. UART CMSIS-Driver Sample Code
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Easy-to-Use Development Tools

29

Free Eclipse-based onsemi IDE for RSL10 and RSL15
Support for Keil development environment

Convenient CMSIS-Pack with code generation wizards

Fully searchable HTML documentation

RF Testing Tool for antenna development as well as pre-certification

assessments
onsemi.

RSL15 Getting Started Guide

RSL15 Developer's Guide

R5L15 Firmware Reference

RSL15 Hardware Reference

Security User's Guide

Secure Bootloader Usage

Device Firmware Update (DFU) Guide

Evaluation and Development Board Manual

Glossary

Change History

Rights and Disclaimers / Publication Ordering

Notice: Inappropriate Terminology

Searching this Documentation

Document Conventions

More Information

Welcome to the RSL15 documentation topics!

RSL15 Introduction

RSL15 is an ultra-low power secure Arm® Cortex®-M33 processor-based Bluetooth Low Energy
5.2 wireless MCU, designed for connected smart devices in industrial, medical and consumer
applications. The comprehensive yet easy-to-use Software Development Kit (SDK) provides sample applications that

demonstrate the hardware’s capabilities to enable security with the Integrated loT Cybersecurity Platform, acquire sensor

data in Smart Sense mode, configure the build-in power management, and utilize Bluetooth Low Energy features.

How to use this documentation:

This searchable resource contains all of our RSL15 manuals, just like the ones available in PDF format, but with online-format

advantages.

. all the Is from one rient search bar; no need to flip between manuals to get information. For

search syntax, click here.
Use the left-hand navigation bar to open exactly what you need in the documentation.
Consult the introduction pages for each manual and chapter to decide where to look for what you need.
Click on the logo for the onsemi website when you need additional information or downloads.
Click the buttons below to immediately find:
o RSL15 Getting Started guide
2 Conventions used in this documentation
< Additional, externally-sourced information in PDF format
= The online Community Forums

« s e 0

More

Getting ~ Document Community

Started Conventions Forums

Information

Public Information
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© RF Testing Tool - o X

Settings

COM Port [Noaviablepots ] Command Type: @ V1

Test Type: © Transmit ® Receive
Baud Rate ‘ 115200 w| X ResetEnabled
P 2402 GHz - Ch37 v
Device: |Rstts ~
Datalength XN
.
P Bk Random 9bits ¥
Tx Power o4 VDDPA Dis:

Reset CMD: | Send )
CTE Length:

Continuous PER: |

ength Antenna D: [TETT

Console

Version: 1.0.0.66

RF Testing Tool

i= CMSIS Configuration Wizard

Option Value
» RF Output Power Configuration O
> USARTO (Universal synchronous asynchronous receiver tr [
» 12C0 (Inter-integrated Circuit Interface 0) O
~ 5PI0 (Senal Peripheral Interface 0) [Driver_SPI0]
w 5PI0 auto configuration
Meode selection rnaster 4
Speed selection rae
Clack F]_Ula”ty master ss unused
Word size
SPI0_MOSI Pin R master
SPIO_MISO Pin clave == hw controlled
SPI0_SSEL Pin clave ss sw controlled
SPI0_SCLE Pin ES
Speed selection 150000
SPID GPIO Low Pass Filter DISABLED
SPI0 GPIO Drive Strength Level 1 e
SPID GPIO Pull Selection Weak pull-up |
5P10 DMA control

» 5P (Senal Peripheral Interface 1) [Driver_SPI1]
» GPIO Cenfiguration

onsemi



BLE Explorer — PC Application with RSL10 USB Dongle

+ Acts as a BLE central device to your RSL15 peripheral application under development
* Visualizes data, logs the wireless interactions and even displays beacon data
- Discovers peripheral services and performs FOTA

- ~
s N
4 N\
/ D BLE Explorer (COMS) \
/ Setup | 7 \ / \
1 Sean E Clear Sort j Connect  Disconnect Encrypt  Discover Services  Update Parameter  Update Firmware \ 1 |
I Infa I
1 ph_server 1 |
1 D588FF22119¢ M -37 D ONSemicongucior || Name ble_periph_server I 1 I
BondedNo Connacroble res Address D5:BB:FF:22:11:94 (Random Static) I
| Bonding 1 |
1 State Ready 1 | |
1 RSSI -37 |
Advertisement 1 1 1
1 Flags 0086 (LE General Discoverable Mode, BR/EDR Not Supported) | |
| Complete Local Name ble_periph_server 1 1 |
I Manufacturer Specific Data Company Identifier: ON Semiconductor ((x0362) I I I
1 Manufacturer Specific Data Company Identifier: ON Semiconductor (0x0362) I 1 I
| Connection 1 1 : a2 |
1 Parameter Interval:7.50ms Latency:0 Timeout:500ms | L'l s
Security Mode:1 Levet1 - No security (No authentication and no encryption) 1 | . = 3 | i\ 1
1 Data Length RX:2518ytes TX:27Bytes 1 vBaT EVB Vi1.1}| |
ATT MTU 23 1 r—— éy e
1 1 i duc tor 1
1 Phy RX:1Mbps TX:1Mbps I 1 2 I
' I : I
1 03:54:38.417 INFO Service with UUID 180" not found 1 : I
03:54:38.417 INFO Generic s¢cess senace not found 1
1 |
1 03:54:38.417 INFO Service with UUID “180a’ not found 1
03:54:38.417 INFO Devicelnformation service not found I I 1
: 03:54:38.417 INFO Service with UUID "180F not found 1 1
03:54:38.417 INFO Eattery service not found ] \ 1
\ 03:55:49.444 INFO New peripheral found: (no name) /
\
N Clear || Save Log Levet  INFO - /
d
N - P
S o o o e o e e e e e e e e M M M M M M M e e e e e e e e e M M e e -

mV
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The Firmware Developer’s Experience
Lonsem]_ Community Forums

Firmware “stackup”

i= CMSIS Configuration Wizard ®
Customer Application et e ea BIUEtOOth
T e B e e
~ SPID (Serial Peripheral Interface 0) [Driver_SPI0]
~ SPID auto configuration
Integrated Samples I fmaster |
Clock polarity o ter e uniied
BLE Peripheral Power Mode SRl rn v I
Samples Samples Samples Spectsecin - Build Your e -
BLE Peripheral Power Mode S5 gﬂip"::d Applica tion
Abstraction Drivers Drivers e Integrated .
Samples . BUI|('.j yo.ur
_ application on
CEVA Stack Hardware Abstraction Layer Wireless e Learn how BLE top of s ampl e
interact as a « Follow the
& 1:)I:‘,periph,ss,-rver ‘ L] ° Make a .BLE Complete System .d t t
D5:BB:FF:22:11:94 S’ngle Connectlon QUI e o g.e
Function without worrying started quickly
Samples about sleep

* Tune BLE

® * Focus on a
Start Here single function paramete.rs fgr
. such as uart your application
* Loa
‘blinky or sleep
sample
onto EVB

onsemi
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3rd part module — DXYBTO015

DXYBTO15 3 FFiE 4 5. 2R DIFE W A 12l , T EDNRE & S &L . KATTR
AP AR, E AT B S0E T A RS HL
e UART. 10. WAKEUP JIRESIE R~ E 544,

B RTRSLASS AR, —F/NRSHRA, DNERE, 55— KRS, R
B EEDEE, MATIRAS4E;

FAR L I BN
T EZMN VY AR S K& A PCBAL RifE REHT ERITHT; LHET;

I

ﬁﬂi’.f‘“ FH UK

BIRE 141 ESLHL T 1244652, Beacon
EWNENM: HHEE BRI A,
MESHAH M /MR H LB L5,
E S AE Ty AL

10mm

RSL15 13

\"B"A"AA"A"AA"]

4 12

9. Omm
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Bluetooth Low Energy Success Stories

RSL15 Use Cases

Public Information © onsemi 2021
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BLE Heartbeat belt of sport

Success with RSL10 and will get better performance with RSL15 by smart sensor and higher security system

Heart Rate Strap

BLE Module

Spinning Bike

mr
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Smart Helmet
Success with RSL10 and will get better performance with RSL15 by smart sensor and higher security system

Glodon&gt&Z 218

[BESh &t / WhES R / LOGOT EH ]

&
:I" 1 1
I = - I'u
{ L\ | {
R — -4 |
BEEDhH e— —e &
BPEEROHSIME. SESEE. Bk, e B LABSTTH
S I
it 7
BEEsE Tt [ HeE )
LOGO ( RS ) AIES — o [hiE
EEAEE T - B s =t A S =
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TPMS

Success with RSL10 and will get better performance with RSL15 by smart sensor feature

To Car ECU (((, NCV-RSL10 SPI Tire pressure I I
Sensor
3.0V

(2032 coin cell)

@
%

W)

€]

mV
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car access entry
Success with RSL10 by using RSSI and will get better performance with RSL15 by using higher security system

: " LIN
Advertising BLE BLE Module for IWM role driver

BLE naturally supports advertising function
to public that any equipment can listen to.
This leads to a sOBUrity concern.
Meanwhile, advertising mode uses
unreliable link that the signal quality is BLE Module for Sensor
insufficient to provide positioning information in the door

at low RSSI update rate and poor RSSI

resolution. %)

« Connected BLE

A connected BLE link is dedicated to the talk
between two BLE equipment, which
provides a more sOBUre, quality trackable
link prior to a public listen technology.

onsemi
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RSL15 Use Cases

With corresponding success stories based on RSL10

38

Smart Building

Electronic access badges, vending
machines, smoke alarms, HVAC systems Smart City

fleet management, equipment control

iz "’/”l ,
Smart lock : RS S ST
onsemi was selected for: ﬂ”l & A 'ﬁﬁ
. ql

Best-in-class power consumption
Easy connectivity to smartphone
Excellent customer support Beacons for contact tracing and
Healthcare loT
Reasons for selecting onsemi:
» High performance processing
* Increased accuracy and reliability

Smart Industry » Double the battery life of previous solution

Electronic tags, data logging,
worker safety, machine monitors

Wireless testing & reporting
for commercial equipment
Customer selected onsemi for:
* Ultra-low power consumption
* Small size and high quality

» Timely responses from support team

* FOTA (Firmware-over-the-Air) capability

Public Information © onsemi 2021

People & asset tracking, door access control,

Energy harvesting light control
Reasons onsemi was selected:

Smart Industry
Electronic tags, data logging,
worker safety, machine monitors

Trackable tags for real-time
location

onsemi solution selected for:

* Brand reputation

* High accuracy and reliability
» Ultra-low power consumption

Low/No-Power Connected Devices
Circuit breakers, light switches,
utility meters, thermostats

Allows for smartphone control

Eliminates need for wiring from switch to light
Switch can be placed anywhere, no battery or
wall power required

onsemi
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RSL15 Ordering Information
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RSL15 Ordering Information

RSL15 iOS and Android Apps

Two P/Ns available:
NCH-RSL15-284-101Q40-ACG (284kB Flash)
NCH-RSL15-512-101Q40-ACG (512kB Flash)

Evaluation board:
RSL15-EVB (come with 512kB Flash)

RSL15 SDK
Eval boards & samples available directly from
onsemi, and also via distributors

40 Public Information © onsemi 2021 Onse| I “
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RSL15 Product and Design-In Support
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/ Data Sheet
Click Here

onsemi DaTA sheeT
Bluetooth® 5.2 Wireless MCU

Advance Information s

RSL15 ametee

RSLLS is an utra-low power secure Arm® Cortex®-M33
Drocessor-based Blustooth Low Enerey 5.2 wireless MCU designed
For connected smart devices in industial snd medicsl spplications.
The comprehemsive, yet easy—to-use Software Development Kit
(SDK) provides sample applications that demenstrate the hardware
capabilifies to ensble security with fhe Cybersecurity Platform,
acquire sensor data in Smart Sense mode, configure the buili—in porwer
‘management nd utilize Blustooth Low Energy feaures.

Key Features
® Blustooth Low Energy 5.2 Certified with Key Features
+ Up o 10 simultansous connections
+ Long Range (Coded PHY)
» 2 MMbit PHY (High Speed)
+ Angle of Amival (AoA) and Angle of Deprture (AsD)
+ Advertising Extension

MARKING DIAGRAM

[

RsL1S
ALY

5 Free Package
(Note: Mirodt may be in e he locaton)

ORDERING INFORMATION

+ Backwaris L
Enerey specifications including 51,50, 42, 41 and 4.0
® Ulis-lor Power Operatie:
» Sleep Mode (GPIO Wakeup) @ 3 ¥ VBAT: 36 nA
+ Sleep Mods (Crystal Oscillater, RTC Tumer Wabeup) @ 3 V
VBAT 81 08

+ Smart Sense Mode allows zome digital and snalog peripherals o
i data from L zen

ata very low system-level pomer concumprion
+ Contingous ADC operaton in Smart Sexse Mode with wakeup
on ADC threzhold @ 3 V VBAT: 186 1
+ Peak Rx Current 1 Mop: @ 3V VBAT: 3 mA
 Pesk T Curvent 0 dBim Ouput Powes @ 3 V VBAT: 43 i
* Non—Connastsble Advertsing st 5 = Iatervalz @ 3 U VBAT
11k Gaverage)
+ Connectable Advertisng st 5 » Itervals @ 3 V VBAT: 13 pA
(Aversge)
© Rx Sensitvity (BLE Mode, | Mops): 96 dBm
® Rx Senitvity (BLE Mode, 2 Mbps): 94 dBra
 Configursble Tx Power: ~17 dBum o +6 dBm
© Data Rate.of 62,5 Kops o 2000 kpos
@ Arm Cortex—M33 processor clocked up o 45 Mz

e 5 Cal™312
Product Secusity with Sacure Boot, Root of Trust, Lifecycle
M; 3 a4

Secunty
® A TrustZone® to enable secure exeeution zones

e e

s cocumen ontans Ifomaton on new SO
Soiaions ard AOHon Rren s 4B 0 ange

Key Features (consusd)

# Tuwo Flash Memory Sizes Available,
284 4B Flach
ONCH-RSLIS-264-101040-ACG)
o512 4B Flach
(NCH-RSLIS-512-101040-ACG)

* SOKBRAM (6418 wer RAM, 1613
RAM for Baseband)

+ Flecile Power Mama gement
12V-36V VBAT
Disecly comnect 15V Sibver—oxade or 3 V
Coie Call: withont smy exteral actve
components

* Tovo SPI ports with OSP1 cxpabilty

' Semracar oot poees 1515 7
Qctober, 2021 - Rex. P3

Pblcaton Oroer Number.
RSLISD

/ Docs Package
Click Here

RSL15 Documentation Package:
Getting started guide
Developer’s guide

Firmware reference manual
Hardware reference manual
And more ...

Support and Collateral at www.onsemi.com/RSL15

Links to resources will be live on launch date

/ User Manual

Click Here

onsemi.

[EVAL BOARD USER'S MANUAL
sponsemicon

RSL15 ion and

Board User’s

Manual
EVBUM2757/D
INTRODUGTION

Purpose
“This manual provides information on the hardware configuration
snd use ofthe RSL1S Evalustion snd Development Bosrd.

designed to be used with the RSLLS Software development Bt It iz
sntended for evalusting the performance wmd caprbiliies of RSLLS,
and for developiag soffware applications forthis device. The Software
Development Kit i available at wow onsemi com/rl 15.

Gonventions
In this manual, component and pin mames are shown in
3CAPTTALIZED MONDSPACE font.
Manual Organization
The RSLL5 Evshustion & Develapment Board User Guids contains
the following sections:
 “Introduction” deseribes the purposs of this msnual, expliias bow
! and provides 3 list

‘more information.

* “Bowrd Design snd Overview” provides m overviess of the
‘Evalustion and Development Bosrd 52 deseribed in this maamal

© “Configuration” provides defalled information about the Evaluation
and This chap

+ Automatic switching power supply
+ SEGGER® J-Link® on-bosrd Debug Port
+ RF Ouputs

+ General Purpose Luput Output (GFIO)

+ Test Points

Further Reading
For any technical information ot covered in this mamual, refer to

the following documents

® The sarchible HTML documentation

 RSLIS Evaluation and Development Board Schematics

 RSLIS Evalustion sad Development Bosrd 3D Modsl

(Top Sdel

The be s
Figure 1. ASLIS Evaluation and
Development Board Overview
 SencomucarCompverts s, LG 5 i Publcaion Order Number
Novembe, 2021 - ev. 4 EVBUMZTSTD

Evaluation Board
Click Here

(@] 0\;,:\
03 v = P R7 yopa U2 Soa
T <
DEBUG-EN

PTER

RSL15
e EVB Vi.1

§' ON Semiconductor
15-02-2021

woueBBas Mmm
H3DO3S Q

ABopouysey . NN

=3
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onsemi Community Forums for RSL10 and RSL15

Lonsem[ Community Forums

www.onsemi.com/forums
Collaborate with onsemi SMEs
and customers
R

Search for specific topics

Explore Knowledge Base articles
and FAQs

Start a new topic or respond to a
thread to share your insights

or products

Share ideas, firmware and
design solutions

Filter by connectivity type to find
exactly what you’re looking for

Log in with your MyON account
to contribute

emi
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